AMERICAN

Information Security Plan

The American Barber Academy has established this Information Security Plan to assure compliance with GLB
and the Safeguards Rule. As required, this Plan is designed to ensure the security and confidentiality of student
information, protect against any anticipated threats or hazards to the security or integrity of such information,
and protect against unauthorized access to or use of such information that could result in substantial harm or
inconvenience to any student, student’s parent or spouse.

American Barber Academy complies with and requires its employees and third party vendors to comply with all
applicable federal, state, and local laws and regulations, as well as school policies and procedures, that govern
information security, confidentiality, and privacy. This Information Security Plan includes future and existing
school policies and procedures that address the security and confidentiality of data included under the definition
of “covered data,” which is defined as all information required to be protected under GLB.

Student information is defined as any record containing nonpublic, personally identifiable financial information,
whether in paper, electronic, or other form, that the school obtains from a student, a student’s parent(s) or
spouse, or other third party; or such information provided to the Academy, or obtained by the Academy in
connection with providing a financial service. The financial services offered by American Barber Academy are
Title IV Federal Student Aid, Veterans Education Benefits and other financial services such as TFC contracts
and In-House payment plans for tuition and/or fees.

Examples of student information include names, addresses, phone numbers, bank and credit card account
numbers, income and credit histories and social security numbers. This includes student information, as well as
financial information that the Academy, as a matter of school policy, has included within the scope of this Plan,
whether or not such information is covered by GLB. This may include financial and personal identifying
information obtained by the Academy outside of a financial service transaction covered by GLB. Service
providers are defined as all third parties who are provided access to covered data. American Barber Academy
third party service providers are Financial Aid Services, Inc., TFC Credit Corporation and Sunrise Credit
Services.

The American Barber Academy has developed, implemented, and maintained a comprehensive information
security plan that contains administrative, technical and physical safeguards, of any student information it
handles. The five components of the plan are:

Assigned a GLB Information Security Plan Coordinator, George Ortiz, Jr.

To work with administration, staff and instructors to identify internal and external risks to the security,

confidentiality, and integrity of student information that could result in the unauthorized disclosure,

misuse, alteration, destruction or other compromise of such information, and assess the sufficiency of

the current safeguards for controlling these risks;

3. Put into place safeguards to control the identified risks, and ensure that the effectiveness of these
safeguards is regularly tested and monitored.

4. Ensure service providers maintain appropriate safeguards.

5. Evaluate and adjust the Plan based on the results of testing and monitoring any changes to operations, or

any other circumstances that have or may have an impact on the Plan.

N =

The GLB Information Security Plan Coordinator is responsible for implementing and maintaining this Plan, and
will work closely with all relevant staff, administrators and instructors.



The responsibilities of the Coordinator include, but are not limited to, the following:

e Consult with all employees who have access to covered data to:

o 1identify potential and actual risks to the security and privacy of covered data;
o evaluate the effectiveness of current safeguards for controlling these risks;

o design and implement additional required safeguards; and

o regularly monitor and test the Plan.

e The Coordinator will ensure that adequate training and education programs are developed and provided
to all employees with access to covered data, and that existing policies and procedures that provide for
the security of covered data are reviewed and adequate.

e The Coordinator will make revisions to existing policy, or develop new policy, as appropriate.

e The Coordinator will consult with service providers with access to covered data, to ensure that all such
service providers are included within the scope of this Plan.

e The Coordinator will review the Plan annually, and make adjustments as needed.

e The Coordinator will maintain a current, written Plan and make it available to all affected parties.

Under the guidance of the Coordinator, all employees with access to covered data are to consider the risks, and
the safeguards currently in place to manage those risks, in each relevant area of operations including, but not
limited to information processing, file storage, transmission, and disposal of both paper and electronic records.

The Coordinator will establish procedures for identifying and assessing risks in each relevant area of the
Academy’s operations. The Coordinator will ensure that risk assessments are conducted at least annually, and
more frequently where required.

Information Safeguards and Monitoring The Coordinator will verify that all employees with access to
covered data implement reasonable safeguards to control risks to the security, confidentiality, and integrity of
that data, and that the effectiveness of these safeguards is monitored regularly.

Employee Management and Training Safeguards for information security are to include the management and
training of all employees with access to covered data.

The Coordinator will work with the School Director, Director of Financial Aid, and Admissions to develop
appropriate training programs for all current and new employees. Training will focus on increased awareness
of the importance of preserving the confidentiality and security of covered data.

Information Systems safeguards include using password-protected files when electronically transmitting
covered data outside the Academy; permanently removing covered data from computer hard drives prior to
disposal; storing physical records in a secure area; protecting covered data from physical hazards; shredding
paper records, and other reasonable measures to secure covered data while in the Academy’s possession.

The Coordinator will implement and monitor effective procedures for preventing, detecting, and responding to
hacks and other systems failures. Such procedures may include maintaining anti-virus software; appropriate
filtering or firewall protection.

Service Providers and Contract Assurances
The Coordinator will ensure that reasonable steps are taken to select and retain service providers that are
capable of maintaining appropriate safeguards for covered data.

Periodic Review and Adjustment of Plan
The Coordinator will evaluate and adjust the Plan annually to assure ongoing compliance with GLB and the
FTC Safeguards Rule, as well as consistency with other existing and future laws and regulations.



